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Introductions

= | spend most of my time:

A. Creating specifications and requirements (systems and software)

B. Implementation based on specification and requirements created
by somebody else (generating / writing / deploying / debugging
code)

C. Other (including both, or none of the above)
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Demo

= How much time do we need to get 100% MC/DC coverage?

e
Summary | Details | Help File Edi View Smulation Format Tock Help
DSHS L RB|[cot 2c »r o e D DERSs RBES
Coverage Report for deployThrustReversers
ThrustReverserDeployLogic_harness
— -(—\-
Tests 111 1) |eekte o) double {4) hoolean (ol o deployjlagiesn s
wowGain Data Type Conversion double »
Test1 o double () oy, double (2] »uss
double -
wssGain
Started Execu.tlun. 17-har-2008 14:05:14 M double iz ) [p— obte N
Ended Execution: 17-har-2008 14:05:14
asGain
Summary — | THROTTLE Connie »
-
thesin .%n:ustRevarserDEpluYLuglc. Feowe
Model Hierarchy/Complexity: Test 1
o1 1 Mooe  Ready 127% [ [ [FiredstepDiscrete 7
1. Thrusth Deploylogic hamess AE 100% A00% A00%,
2.. .. TestUniticopied from ThrustR Ceployloaic) 45 100% A00% 00%
3....... ThustReversemeploylogic 45 100% A00% 00%
6000000000 SF: ThrustReverserDeployLogic 44 100% A00% 00%
S SF: airzpeadOl 2 100%  — MA M2
G ... SF: isRalling 4 100% A00% A00%
T SF: onGround 12 100% A00% A00%
B SF: throttle Ok 12 100% A00% A00%
i2haooaaanooaaa SF: thrustReversers 4 100% 100% 100%
illaashataacaaa SF:warnings 8 100% E— HA N
1lilacoaaaanbaaaboaa SF: airspeedSenszors 2 100% SE— HA HA
1z. ... BF:throtlleSensars 2 100% SE— HA HA
kb oooacaoaanaaaaa SF: wowSensors 2 100%  ee— HA NA
{Ehoo0a0a0aanaaaaa SF: wsSensors 2 100%  ee— HA NA
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Costs of Embedded Software Fault Propagation

Relative Cost to Fix Defects per Phase Found

— [ Cost of fixing defects
[ detected depending
20 on where they are
,sRelative Cost -
o introduced

] -15

Requirements |10
Design - — /

-5

-0

Q o
Oeé\g(\ o e

Phase Found

O Test @ Code O Design O Requirements

Source: Return on Investment for Independent Verification & Validation,
NASA, 2004.
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Methods for Early Verification and
Validation

= Traceability

= Requirements to model and code
= Model to code

= Modeling and Coding Standards

= Modeling standards checking
= Coding standards checking

= Testing
= Model testing in simulation
= Processor In the loop

= Proving
= Proving design properties
= Proving code correctness
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Increasing Confidence In Your Designs

(D]
o
c
()]
©
Y
c
@]
O
Traceability Modeling and Coding Model and Code Proving Design
Standards Checking Testing Properties and Code
Correctness
Verification Method
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Address the Entire Development Process

Requirements J
\ System V&V
R T | Requirements Validation
ﬁvEnkvirQan-Ment g§ Robus_tness Testing _
e Modeling Standards Checking
S PR |

ysical Com

T / Component V&V \
= g§ Design Verification
Model Testing

Coverage & Test Generation
Property Proving

o 5 Code Verification
Digital Embedded Code Correctness
Electronics Software \Processor-ln-The Loop Testing/

VHDL, Verilog C, Carr

FPGA || AsIC || McU || DsP Integration Testing
N~ ~— 7/ g§ Software Integration Testing

Integration Hardware-in-the-Loop Testing
Hardware Connectivity

\ Implement /
MathWorks
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Traceability

MATLAB&SIMULINK

Functional Requirements

Digital
Electronics

Embedded
Software

VHDL, Verilog

C, C++

FPGA || ASIC

MCU

DSP

N—

g

Inte@ﬁtion

Implement

"\

-D\ N

)
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Simulink® Verification and Validation™

*Tracing Model<>Source Code
Real-Time Workshop® Embedded Coder™

=Tracing Requirements<Source Code
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Modeling and Coding Standards

Coding Standards

Modeling Standards ¢

Design \

Envwon rren t .
~ Physical Components - i = Modeling Standards Checking
e i Simulink Verification and Validation

Digital Embedded = Coding Standards Checking
Electronics Software PR ™ l ™ f C/C
VHDL. Veriiog C oot PolySpace ™ Client™ for ++

FPGA || ASIC || MCU || DSP

- 7
~—
Integration

Implement
MothWo% /
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Early Validation and Robustness Testing

Requirements J

System V&V

Requirements Validation
g§ Robustness Testing

Modeling Standards Checking

~Ph ysical Cc ‘mpoﬁéln‘lts

—

MathWorks

... Algorithms O ik
/ D@E@ o8& t|oc|y [ o S ReES REES
powergui

| B
Motor_Data

Scopel

[T

Voltage

\A\,#"“ w&‘_, \'" W‘u il \V

Input Torgue  angular velocity

Qutput Velocity s

4

- % Load (
RE 36 - 118799

~wm"‘-_n'~ ,.ru\ - B, 5 fﬂ*-ﬂ“‘\f’ “—""""“‘~-__V,~’\”.-':;"~h’"""“%ﬂ"ﬁ.’"“"”w"-’i%{
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Component Testing

MATLAB&SIMULINK

Functional Requirements

A

=Design

T

[ Sumalsuider tlvnvdemo_aukopito_test_harnss/lape De

File Edt Gr Signal  Axes Help. =Lk
T . L) xw;aA I e FREAE[ 0o R 2
x Ver I f I C at I O n de\ Control disable (hold) Y Control disable (chimb) Y Glideslope arme 4} Glideslope Ec‘ n‘gledw — l'
:. ‘: ;_gscm‘d i
e s : . 0:. Ei ;
~Physical Components "ol ¢
—rr_ | ““‘ {
- Algorithms v. g, ;
. <
““ BJ ‘“ll:‘d 1 140 1 20 ,
2 HI( S R
T LIl ;
DeE& $ER(cst(2e|r sho [N NEsREs | BB .
- - ’... ,
Digital Embedded o e - {
Electronics Software sCode E“‘: {
VHDL, Verilog J| C.C#+ Verification = Sl
FPGA || ASIC || MCU || DsSP o - ?
\ J Do Verification Logic
Y . Input Definition oVeril
Integration ] )
= J\ e S Y e L @F o 1 h
\ Implement /
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Test Generation Workflow

Functional Requirements

*
_n\ i mDesign
e ; Verification
_E e 4 Analysis Test
N Application
~Physical Components - Model _ P
~Algorithms : v., Code Harness
Digital Embedded o >
Electronics Software Code
_ Generation Component
VHDL, Verilog C, C++ =Code Detailed models Source Code
Verification
FPGA || ASIC MCU DSP
- 7
Y.
Integration
\ Implement /
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Code Testing with Generated Signals

Simulink -
Fle Edit Yiew Simulstion Format Tooks Help ’
= Software-in-the-loop $
= On the host ;’

= Processor-in-the-loop 7
= On the target processor M fe——s>

P2 1 A

Test code (g ted from coverage_example) p

R' O e ol il ‘*’”—H”‘“‘_r«‘—t?w—‘f

= Independent code testing
environment

. Eﬁ .ﬁ- —:I n_.hj i = ﬂ - E Stack:| Base -
= Generated signals and model outputs s mlstmc: el ]
are saved as a .mat data file — — — —
- Exported inpUt Signals drive COde Analysislnfnrmatinn =Tx1 struct= ;
tests MndeICijectS =1x2 struct= L
Ohject 1x10
= Exported model outputs become e Tenrcnens Mg !
expectation values for code testing [ el rianin st P P
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Demo

= Processor-in-the-loop co-simulation

[ZsldvThrustReverser_1_harness * I (a3}
Ele Edt Vew gmuaton Format Ieoks el

DSES Le@ =2 r st [Noma G2 PR N e R R W) results_comparison
Lep #EB|

Size-Type

wowSensors(1)
double [4)
wowSensors(2) 4
T | wowSensors(3)
Cprojects’ aerodel work' sidyThrustReverser_7_multilink'isldvThrustReverser 7 =Ml =ik /\ R T
File Debug Wew EBrowse Target TimeMachine Tools Config ‘Windows Help 1 doubl 22)
(= B Ty - o - WheelSpesdSensors(2) dey
dikef IvFpiles st b ikEDOORE HE ¥ . v
WTEW & SRt 2 . = =l j,SIM ré L sirSpeed(2) doubid [2) *
Led Larget 5T 1 throttiePostions(1) "
throttiePositions(2)
'2 £ :] throttiePositions(3) o 1)
e woid pillataBreakpoint (void) { trctiePostions(d) % o
; == oolean
25 2 /% reset ptrs M|
25 3 w Inputs [Test Unit (copied from sldvThrustReverser_7) Relational
J Operatar Assertion
27 4 * assume host writes data in mweximal chunks */
[ - Doc
1 S : . " Tent
29 8 /% host will not always write BUFFER_SIZE Memlnit's Y ———
=0T * but that's ok because the target side will reset the L wowsensars
31 8 * pointers at the next breakpoint */ results_tomparison
@32 9 . readlatalvail = BUFFER SIZE: L—p{wnecispesnsensors
3 10 /* assume host reads data in meximal chunks */ - dgﬁ%ﬁhﬁﬁ}mw““ hoolean
4] | » L—pairspesd
| File: |C:\Program Files\MAT LABYR 20025\ oalbow'y = : |piDataBreakpaoint - =
|Souce =] File | g =] Proc: [p i 1] |3 L inoticFositons
Stopped by breakpoint _ﬂ
Stopped by breakpoint sldvThrusiReverser_
Stopped by breakpoint
HULTI> | - Jiz0% Fsteaamie.
-
4| | »
Crnd | Tog ] 140 TPy J The* | Insection: .text
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Proving

Requirements J
- -

~Environment

* Proving Design Properties
Simulink Design Verifier

Prove that design meets
the key functional
requirements

= Uph ,{Eéfi,cal,\Cc mpohyéﬁﬁts

Digital Embedded _

Electronics ~__ Software quuueee’ = Proving Code Correctness
VHDL, Verilog C, C++ PolySpace™ Server for C/C++
erca || asic || mcu || bsp Prove that code meets
- ~—— ~ non-functional runtime

Integration .
requirements

\ Implement /
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Code Correctness Formal method:

Abstract Interpretation

gtatic wvoid Pointer Arithmetic )

: b

int tab[l007;:

int i, *p = tab;

( forii = Op 4 2 1003 G404, )
A= e
P 1Elget bus stetiia (] = 11
{
5 ifl;l;’[Et oll pressure(] = 0)
< Red P o= 5; /7 Out of bounds */
1
\e/ faulty T
:
n /
i = randon int():
1f [Eabdol 1nbi ] ¥
K ,__-‘
£1 se 1<=100)
Orange B - i
s /f Sabe BOdntel doecos W)
unproven
'
MathWorks Results are proven for all possible

Aerospace and Defence Conference 08 executions of the code!
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Code Correctness

= A model is a well controlled way to specify system
behaviour T — -

Ble Edt Windows el

= Generated code matches the model = = = % %@ 1 = w0 e S S

FROC NIM  SCAL NIV FLOAT
¥ 3 osm  zow MDY, BN e cor pow  wy  swe MM owre CUET mser wme kwTe wmL uee uoe

= Few ambiguities, low warning rate I — N
= 100% green is a realistic target

Procedursl eries [/ ]2] 7] 7| e | cal 5] B variables View
100

| New_Project | 402
- - 100 |_potyspace_main ¢ bk . | _ﬁm
IS i 100 sl Thrust Reverser_7.c - airspesd
| ThrustReverserDeploy Legic_lit ¢ ) 0 sidvThrustReverser 7.c | [Read by N PO
_inie_glabals ¢ 3 L] Wiritten bytask | | # sy
s 100 sl Thrust Rewerser_7.c s Tt
| sidwThrustReverser. 7_intialize () 0 sidvThrustReverser 7o | Re3d bytask L3 ey
= 100 sidvThrusiReverser 7o | lpcyeialy wiritten by * s
+ 100 sl Thrust Reverser 7.6 | # thromier
sl 100 sl Thrust Rewarser_7 ¢ [Potaritatly end b N G onesisps
s 2 100 sl Thrust Rewerser_7.c

+__polyspace_stdstubs.c 0 | polyspace_stdstubs < =
331 slavThrustReverser 7
382 sldvThrustReverser 7
1 | _’! 333 sldvThrustReverser 7

Mew_Project Source file: __polyspace__stdstubs.c __polyspace__stdstubs.c Line: 1 B

MathWorks
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Demo

= Proving a functional requirement

E!sIdvThrustReverser_S,.-"Proof on Airspeed * - |EI|1|
File Edit Wew Simulation Format Tools Help

Chapter 1. Summary De@& f =R e 1220 p =fioo Noms MRERe | w8

Input Model
File: Chperforce™ Smam'demosisldw ThrustReverserisour R e e e
Wersion: 153

Time Statnpy: Frilow 09 12:25:32 2007
Author cstephen

false

> 150
> AND

Amnalysis Information airspeed
Design Verifier Version: 1.2
Total Analysis Time: 26 secs

Status: eted normally {2}

deploy

Gain Compare
To Constant

Approzimations: 1
Obiectives Proven Valid:

Cbjectives Falsified with
Counterezamples:

Chiectives Falsified - Mo

Ready [135% [Fixedstepbiscrete Y

Counterezample: 0
Chiectives Undecided: ]
Cbjectives Producing Errors: ]
Chutput Files

CHrprfare s T S maint dermaclel duThret R ewercericanre el eldr ctentiel duThet R ewercer 5 j
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Example Problems vs. Tools

<) Actual Position =o)X
AR EEERE

= |ncorrect Dynamic Response

=  Simulation Testing
= Rapid Prototyping and Hardware-in-the-Loop

= Model Error: max(a,b) instead of min(a,b) to apply upper
clip
= Simulation Testing

=  Property proving with Simulink Design Verifier

=

MathWorks
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Example Problems vs. Tools

= Unreachable state / transition / code = ==
= Test generation with Simulink Design Verifier
= PolySpace
113 ... S % Sum: ':51>/5m3' = . .
= Qverflow / underflow e et eaaon
= Simulation o e
= PolySpace
Beofic =laix]

File Config
I x[Gje e g

= Execution time exceeds deadline

= Simulation (requires execution time model) it S e i
. [ Time i in instructions:
= Processor-in-the-loop
MathWorks
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Summary

= Model-Based Design enables early verification and
validation!

= Early verification and validation methods improve and
optimize your existing development process.

= Early problem detection significantly reduces time spent
debugging — shorter time to resolution

MathWorks
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Master Class Invitation

= Methods for Early Verification and Validation
= Robustness Testing
= Automatic Test Generation
= Property Proving
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